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Abstract 

  

  

Network-connected medical devices and the Internet of Medical Things (IoMT) 

promise to improve patient care and efficiency. At the same time, they increase the 

security risk. The authors propose a resilient middleware to provide life-critical func-

tionality even under adverse conditions. Medical devices require secure and self-

protective functionalities that reduce attack surfaces and attackers' range of activity 

during malfunctions, attacks, or vulnerability exposures. Device recalls can be 

avoided by modeling and switching security modes at runtime, e.g., a degraded 

mode of operation with a smaller attack surface. When patches are provided and 

installed or attacks are over, the medical device can return to normal mode.  

This paper presents ongoing work to make medical devices more secure by dis-

cussing current security and privacy challenges, how self-protective systems can 

overcome them, and the role of security modes in that context. We present a mode 

domain-specific language and a multi-modal architecture and show simulations on 

increasing medical device security and patient safety. 
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1.  Introduction 

This final research report is a summary of our work during my research stay at the University 

of Arizona. In the following subsections, we present the problem definition, motivation, re-

search agenda, goals, methodological considerations, and an overview of our publications. 

Section 2. gives an overview and theoretical background. In Section 3. , we describe common 

methods to secure medical devices and present our considerations about using a resilient 

middleware in Section 4. We extended this middleware to a self-protective healthcare system 

and show preliminary results in Section 5. Finally, we discuss our findings in Section 6. and 

draw our conclusions in Section 7.  

1.1.  Problem and Motivation 

Through recent innovations in electronics and communication, medical devices ensure and 

increase in availability and efficiency. Active implantable medical devices like cardiac defibril-

lators, cochlear implants, brain stimulators, gastric stimulators, or insulin pumps support the 

well-being of patients. These devices are powered by batteries that have a lifespan of several 

years. Regular checks in the hospital are necessary to monitor devices and batteries. Remote 

monitoring enables patients to live more comfortably. Measured values of medical devices can 

get transferred automatically to hospitals via gateways. Medical doctors can analyze these 

measures and adapt configurations remotely. In case of patients’ heart attacks, gateways can 

call emergency medical services and save lives. 

 

Interfaces of medical devices and remote monitoring have advantages but also drawbacks. In 

2019, 2 billion Internet of Things (IoT) devices, including many medical devices, were affected 

by 11 zero-day vulnerabilities, which, among other things, allowed remote code execution 

(Forbes, 2019). According to the US Food and Drug Administration (FDA, 2017), 465,000 US 

Americans were affected by cybersecurity vulnerabilities in implantable cardiac pacemakers. 

Unauthorized users could modify programming commands to rapidly empty batteries or harm 

patients with inappropriate pacing. Fortunately, no surgery was necessary to mitigate the sit-

uation. Firmware updates were sufficient. These updates were recommended but not manda-

tory. The time between a vulnerability’s disclosure and the availability of updates is crucial. 

Attackers can write exploits, i.e., software to take advantage of vulnerabilities. To mitigate 

such threats, a research team around Prof. Dr. Jerzy W. Rozenblit and Prof. Dr. Roman 

Lysecky from the University of Arizona and Prof. Dr. Johannes Sametinger, my supervisor 

from the Johannes Kepler University Linz, have proposed to build systems with several oper-

ational modes (Rao et al., 2019). Each mode consists of several tasks. If malware is detected 

or known, modes can be switched to have a smaller attack surface with a limited range of 

activity for attackers, and perhaps limited functionality of the device. 

 

During my research stay at the University of Arizona, I could build up on this holistic approach 

and showed how this work can practically mitigate cyber threats. The Marshall Plan Scholar-

ship was a great opportunity for me to connect with Prof. Rozenblit and his teams at the De-

partment of Electrical & Computer Engineering (ECE) and the Model Based Design Laboratory 

(MBDL) and get more profound knowledge in the domain of medical device security. We plan 

to make the next generation of connected medical devices more secure and contribute to the 

technical development in this domain. 
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1.2.  Research Agenda 

It is only a matter of time until connected medical devices will get attacked. Our research team, 

led by Prof. Rozenblit from the University of Arizona and my supervisor, Prof. Sametinger from 

the Johannes Kepler University Linz, has suggested a solution to address the risks mentioned 

in Section 1.1.  The approach involves developing systems with multiple operational modes, 

as proposed in a study by Rao et al. (2019). Each mode is comprised of several tasks. Switch-

ing these modes can protect endangered systems if malware is detected or known to exist. 

These systems should automatically or manually switch to a mode with a limited attack surface 

and a limited range of activity for attackers. Attack surface reduction may come at the expense 

of limited functionality. However, mode switching can overcome the time between a disclosed 

zero-day vulnerability and the availability of a security patch. Therefore, healthcare organiza-

tions and even patients get the capability to actively protect themselves by switching to a se-

cure and safe mode. 

 

The concept of mode switching is well known in domains like, for example, aviation. Airplanes 

have a parking mode, a taxiing mode, a take-off mode, a manual and automatic flying mode, 

a landing mode, and an emergency mode. Such multi-mode systems manage complexity and 

divide systems into modes of operation in the automotive domain. For example, self-driving 

cars may use manual, adaptive cruise control, parking, or emergency braking modes (T. Chen 

& Phan, 2018, 2018). Each mode consists of a set of functionalities and a system configuration 

as well as different control goals. Considering security as condition to switching modes is quite 

new in the scientific discussion and not yet shown practically. 

 

The last missing link is a resilient middleware between the real-time operating system, the risk 

detection system, and the healthcare application. No matter how well a system has been de-

signed, vulnerabilities that are still unknown or not resolved can always become a risk. There-

fore resilience is essential. Resilient systems protect their critical assets by using methods to 

detect adversities, mitigate them and recover from them. To develop such a middleware, we 

must take several steps and answer the following research questions: 

 

• What are common mode-switching protocols, and how can they be applied to mitigate 

risks from a security perspective? 

• How can mode switching work within medical devices? What are the challenges? 

• How does mode switching make a medical device more secure and resilient? 

• Which types of threats can be mitigated by mode switching? 

• Which recommendations can be deducted for medical device manufacturers (MDM) 

and healthcare delivery providers (HDO)? 

1.3.  General Goals 

• Improve security in computer-based technologies for medical devices and make them 

more resilient against cyberattacks 

• Provide a mechanism for software safety and security risk mitigation in medical devices 

• Identify and develop methods of smart mode switching with an adaptive risk assess-

ment which works on medical devices 

• (Medical) device prototype/simulation to show how smart mode switching can work 
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1.4.  Methodological Considerations 

A middleware between the operating system, the real-time risk detection system, and the 

healthcare application is the last missing link. Therefore, action research was conducted to 

analyze existing mode-switching protocols and solutions and discover how they can be ap-

plied to ensure security and resilience. Modeling modes with a domain-specific language 

simplified the definition of multi-modal systems. A simulation about medical devices shows 

how mode switching can overcome the time between a disclosed zero-day vulnerability and a 

security patch. An evaluation with several attack scenarios and simulated attacks shall show 

the effectiveness of this new approach. 

1.5.  List of Publications 

During my research stay, my colleagues at the University of Arizona and Johannes Kepler 

University Linz and I were working on the following publications: 

 

 

• Riegler, M., Rozenblit, J.W., Sametinger, J.,: “Context-Aware Security Modes For 

Medical Devices”, 2022 Annual Modeling and Simulation Conference (ANNSIM),  

San Diego, CA, USA, 2022, pp. 372-382, 

https://doi.org/10.23919/ANNSIM55834.2022.9859283. 

 

• Riegler, M.; Sametinger, J., Schönegger, C.: “Mode Switching for Secure Edge De-

vices” in: Database and Expert Systems Applications - DEXA 2022 Workshops. 

DEXA 2022. Communications in Computer and Information Science, vol 1633. 

Springer, Cham, https://doi.org/10.1007/978-3-031-14343-4_32. 

 

• Albalawi, N.S., Riegler, M., Rozenblit, J.W.: “Towards Strategies for Secure Data 

Transfer of IoT Devices with Limited Resources“ in: Database and Expert Sys-

tems Applications - DEXA 2022 Workshops. DEXA 2022. Communications in Com-

puter and Information Science, vol 1633. Springer, Cham, 

https://doi.org/10.1007/978-3-031-14343-4_30. 

 

• Riegler, M., Sametinger, J., Vierhauser, M., Wimmer, M.: “A model-based mode-

switching framework based on security vulnerability scores”, Journal of Sys-

tems and Software, 2023, 111633, ISSN 0164-1212, 

https://doi.org/10.1016/j.jss.2023.111633.  

 

• Riegler, M., Sametinger, J., Vierhauser, M.:“ A Distributed MAPE-K Framework for 

Self-Protective IoT Devices”, accepted for publication at 18th Symposium on Soft-

ware Engineering for Adaptive and Self-Managing Systems, Melbourne, Australia, 

2023. 

 

• Riegler, M., Rozenblit, J.W., Sametinger, J.,: “Self-protective Healthcare Systems 

with Medical IoT Devices”, submitted for publication, 2023. 

  

https://doi.org/10.23919/ANNSIM55834.2022.9859283
https://doi.org/10.1007/978-3-031-14343-4_32
https://doi.org/10.1007/978-3-031-14343-4_30
https://doi.org/10.1016/j.jss.2023.111633
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2.  Theoretical Background 

Medical devices that are actively implanted, such as insulin pumps, brain stimulators, cardiac 

defibrillators, cochlear implants, and gastric stimulators, are crucial for maintaining patient 

health. These devices are usually battery-powered and have a lifespan of several years. It is 

essential to conduct regular checks in hospitals to monitor these devices and their batteries. 

Remote monitoring and interconnected devices allow better patient care, happier patients, and 

cost reductions (Volterrani & Sposato, 2019). Therefore more and more medical devices get 

connected. Measured values of so-called Internet of Medical Things (IoMT), like heart rate, 

pulse rate, blood pressure, body temperature, and others, can be transferred wirelessly and 

automatically to healthcare service providers (Suresh et al., 2020). If needed, authorized med-

ical personnel can analyze the data and adapt configurations remotely. Additionally, IoMT de-

vices can automatically alert medical personnel if certain values fall below or exceed a pre-

defined threshold, which is more efficient than traditional personal emergency response sys-

tems with manual alerts. The emergence of COVID-19 has increased the development and 

adoption of IoMT, which combines medical devices, sensors, applications, and services to 

enable remote medical care delivery and reduce in-person visits, especially during times of 

lockdown. Because of the growing IoMT market and the introduction of the 5G mobile com-

munication standard digital interconnectivity is unstoppable. According to (Reports And Data, 

2021), the global market value of IoMT will reach over 260 billion US dollars in 2027.  

 

Nevertheless, these connections go hand in hand with security vulnerabilities and potential 

threats to these devices. According to Gartner (2021), by 2025 "cyber attackers will have 

weaponized operational technology environments to successfully harm or kill humans". The 

interfaces of the medical device and remote monitoring can have drawbacks. In 2019, 11 zero-

day vulnerabilities affected 2 billion IoT devices, including many medical devices, which 

among other things, allowed remote code execution (Forbes, 2019). These vulnerabilities per-

mitted remote code execution and resulted from flaws in software development kits used for 

Wi-Fi, Bluetooth, and Bluetooth Low Energy (BLE) connections. These issues could allow at-

tackers to cause deadlocks, crashes, buffer overflows, or completely bypass security (Gar-

belini et al., 2020; Yaqoob et al., 2019). Hundreds of thousands of US Americans were af-

fected by cybersecurity vulnerabilities in implantable cardiac pacemakers in 2017 (FDA, 

2017). These vulnerabilities could allow unauthorized users to modify programming com-

mands, resulting in rapid depletion of the battery or harm to the patient through inappropriate 

pacing. Fortunately, a firmware update was sufficient to address the issues, and no surgery 

was required. Although recommended, the update was not mandatory. More than a hundred 

devices were, and some still are affected by life-critical cyber-attacks (Alsubaei et al., 2017; 

Halperin et al., 2008; Kaplan, 2011; Li et al., 2011; Paul et al., 2011; Sun et al., 2018; Yaqoob 

et al., 2019). Over the past years, the FDA has recalled multiple medical devices due to pos-

sible cybersecurity threats. According to Claroty (2022), there has been a 110% increase in 

vulnerability disclosures since 2018. Recent reports have also shown that over 75% of more 

than 200,000 infusion pumps have security gaps, which could result in serious issues such as 

privacy breaches, battery depletion, malfunctioning, extortion, remote assassination with ma-

nipulated settings, and even fatal doses of medication (Palo Alto Networks, 2022). Some med-

ical device manufacturers use off-the-shelf hardware and software, making them vulnerable 

to exploits such as URGENT/11, SweynTooth, Ripple20, AMNESIA:33, BadAlloc, Nucleus:13, 

Log4Shell, and others.  
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2.1.  The Window of Vulnerability 

The time between a vulnerability becoming known to the public and the availability of an up-

date or patch is very crucial. Stopping a pacemaker or another life-critically medical device in 

case of a cyber-security threat is no option. Medical devices are certified through quality as-

surance processes. Due to safety requirements developing and distributing updates can take 

a comparably long time. Healthcare organizations may have to wait helplessly until the man-

ufacturer releases the update, otherwise the guarantee is denied. Only then they can invite 

patients and install the update. However, as we know from our operating systems, there is still 

a risk of complete loss of the device functionality after the update. In the meantime, hackers 

can write an exploit to take an advantage of the vulnerability. Moreover, what if the manufac-

turer has discontinued support or if the manufacturer no longer exists? In 2022, the US Federal 

Bureau of Investigation (FBI, 2022) warned healthcare organizations about the increasing vul-

nerabilities of outdated and unsecured medical devices. Default configurations and lack of 

security features and updates pose a significant risk to hospitals and patient safety. 

2.2.  Limited Resources 

Due to space and cost limitations, IoMT devices are expected to have restricted resources 

compared to traditional IT systems (Pisani et al., 2020). Some of the devices have only battery 

power, limited memory, lower processing speed, and low network bandwidth. Therefore, IoMT 

devices are connected to either edge or cloud computing, which provides adequate resources 

such as computation, memory, and storage. This approach, known as computation offloading, 

enables IoT devices to consume less power since most of the computation and storage are 

performed in the edge or cloud (Samie et al., 2016). Lightweight communication protocols like 

MQTT and the Constrained Application Protocol (CoAP) are used in low-power and lossy net-

works (Espinoza et al., 2017). However, the limited resources have a significant impact on 

security. IoMT may not have the ability to implement robust security measures. This makes 

them vulnerable to cyber-attacks, data breaches, and other security threats. 

2.3.  Safety and Emergency 

Medical devices, especially implanted ones with batteries, have limited resources and limited 

functionality and thereby offer special security challenges (Sametinger et al., 2015). Safety is 

always the most important goal in protecting the environment, patients, and medical staff from 

the device. Therefore manufacturers must ensure that devices do not harm patients. The op-

posite of safety is security which aim is to protect a device from the environment. However, 

safety is at stake when security is weak. For example, if an attacker gets access to a pace-

maker and changes the clock rate or triggers an emergency shock that harms the patient. In 

that case, a security issue becomes a safety issue. 

 

Imagine the situation if you are on vacation far from home and need medical help. In an emer-

gency, security mechanisms must not endanger patients' lives (MDCG, 2019). Availability and 

a fail-safe state are more important for these medical devices than confidentiality and integrity. 

However, open access can be a risk and contradicts the idea of security by default. Under 

normal conditions, unauthorized persons should not be able to make any changes. Therefore, 

we have to align our system architecture to fulfill these requirements. Medical devices should 

consider the context, automatically detect critical situations and adapt the behavior. 
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3.  Securing Medical Devices 

In this section, we show the security and privacy challenges of medical devices and present 

guidance documents to overcome these challenges and fulfill regulations. Additionally, we 

present how mode switching and security modes can improve the defense-in-depth strategy. 

3.1.  Security and Privacy Challenges 

Various authors (Ajagbe et al., 2022; Elhoseny et al., 2021; IMDRF, 2020; Kagita et al., 2022; 

Sametinger et al., 2015; Sun et al., 2018; Thomasian & Adashi, 2021; Yaacoub et al., 2020) 

have discussed the challenges in the medical domain, including confidentiality, integrity, avail-

ability, reliability, safety, privacy, secure communication, software and hardware aspects, in-

trusion detection and reaction, formal methods, resource constraints, non-technical aspects, 

and organizational and regulatory issues. According to the chronology of medical device se-

curity (Burns et al., 2016), considering threats and zero-day vulnerabilities in medical devices 

are necessary throughout their entire useful life, from design, development, and distribution 

through maintenance and maintenance decommissioning.  

 

It is important to speed up the development and distribution of updates to fix vulnerabilities. 

However, updating medical devices can be challenging due to their long lifespan, the need for 

legacy systems, and the lack of automatic update mechanisms. Medical device manufacturers 

and healthcare delivery organizations should deliver updates from trusted sources and ensure 

they do not introduce new vulnerabilities. Formal methods must be used to verify the correct-

ness of software updates, and resource constraints must be considered. Regulations may also 

slow down the process. Failing to fix vulnerabilities leaves medical devices susceptible to at-

tacks, as attackers can exploit the vulnerabilities. (Sametinger & Rozenblit, 2016) 

 

Confidentiality must be maintained through identity and access management, and sensitive 

medical data and device programming must be protected, particularly remote access. Audit 

controls can help monitor and detect suspicious access and changes. It is also important to 

avoid storing hard-coded passwords, keys, and other sensitive information unencrypted on 

the device, as compromised or stolen devices can threaten other devices. Data integrity must 

be protected through hashing algorithms and checksums because false or modified data may 

result in an incorrect diagnosis, treatment, or medication and risk the patient's health. Medical 

devices must be operational and reliable to deliver clinical functions to patients. Safety is a top 

priority, as IoMT should not harm patients in any way. IoMT devices should be able to detect, 

resist, respond, and recover from attacks. Availability must be maintained to prevent Denial of 

Service (DoS) attacks from overloading a device, causing battery depletion, or disrupting crit-

ical medical functions. Privacy must be protected to prevent violating sensitive individual 

health and behavior data. Violations may seriously affect patient safety and the reputation of 

HDOs and MDMs, potentially resulting in penalty payments. Data encryption and key man-

agement are necessary to provide secure and reliable communication and prevent Man-in-

the-Middle (MITM) attacks like packet modification or replay. Software and hardware security 

must be ensured, and intrusion detection and reaction mechanisms must be in place to pre-

vent malicious activities. Finally, non-technical, organizational, and regulatory aspects must 

be considered, and backup and recovery plans must be in place to mitigate ransomware at-

tacks. 
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3.2.  Guidance Documents 

In the United States, the Food and Drug Administration (FDA) provides pre- and post-market 

guidance on building secure medical devices and using a Bill of Materials (BOM) to monitor 

supply chain problems and vulnerabilities of commercial, open-source, and off-the-shelf hard-

ware and software (FDA, 2016, 2022). BOMs simplify monitoring and reduce response time 

in case of incidents or vulnerabilities. The NIST Cybersecurity Framework recommends con-

sidering functionality to prevent unauthorized use, loss of confidentiality, integrity, availability, 

and, thus, patient harm (Barrett, 2018). Using the five core functions: identify, protect, detect, 

respond, and recover, they present guidelines to manage and reduce cybersecurity risks. MI-

TRE provides a playbook to identify and mitigate medical device threats (Bochniewicz et al., 

2021). Safeguards and other protection methods are needed to limit access and ensure that 

only trusted and authorized users and devices execute safety-critical commands.  

 

In the European Union, the Medical Device Coordination Group (MDCG, 2019) offers guid-

ance for developing and manufacturing medical devices in compliance with state-of-the-art 

and meeting the Medical Device Regulation (MDR). They suggest a Defense-in-Depth strat-

egy during the product lifecycle. Medical device manufacturers must consider risk manage-

ment, information security, and IT security measures like protection against unauthorized ac-

cess and foreseeable misuse across the life cycle. The International Medical Device Regula-

tors Forum (IMDRF, 2020) provide design principles and best practices, such as secure com-

munication and software maintenance, to assist all stakeholders in their collective duty to en-

sure medical device security. They mention pre- and post-market considerations for secure 

architectures, testing, vulnerability remediation, and incident response. Additionally, the Asso-

ciation for the Advancement of Medical Instrumentation (AAMI), the Healthcare Sector Coor-

dination Council (HSCC), the International Society of Automation (ISA), and the International 

Electrotechnical Commission (IEC) established industry standards and guidance like AAMI 

TIR57, AAMI TIR97, HSCC Model Contract Language, and ISA/IEC 62443. 

3.3.  Mode Switching 

Our literature review (Riegler & Sametinger, 2020) discusses security-related findings on 

modes and mode switching. Modes are used to ensure proper operation in case of failures. 

They are a logical framework combining system states, providing specific functionalities, and 

facing different security risks. Multi-mode systems divide and manage complexity, having spe-

cific configurations and behaviors. For instance, airplanes have various modes for different 

functionalities like taxiing, starting, flying, and landing. Switching between these modes has 

implications for functionality and security. Nuclear power plants utilize various modes to sim-

plify configurations and decrease complexity, such as for maintenance and ensuring a secure 

shutdown during emergency situations (US Nuclear Regulatory Commission, 1995). Modes 

have a crucial function in the engineering of system resilience and security, as noted by 

Firesmith (2019), the Joint Task Force Transformation Initiative (2014), and Ross et al. (2016). 

When confronted with errors, failures, or attacks, systems can smoothly transition to a de-

graded or safe mode while still offering a minimum level of service instead of shutting down 

the system. From that degraded mode, systems may recover from the disruptions to a fully 

functional mode. 
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The German Federal Office for Information Security (BSI, 2018) has established different 

modes for network-connected medical devices, including modes for medical operation, con-

figuration, and technical maintenance, in their cyber security requirements. For secure and 

trustworthy systems, Ross et al. (2016) propose various methods to address potential disrup-

tions, hazards, and other threats. They outline different modes of operation, including initiali-

zation, normal/operational/runtime, alternative, degraded, secure, standby, maintenance, 

training, simulation, test, recovery, shutdown/halted, and others. Each mode is characterized 

by its unique behavior, security settings, and prescribed transitions to other modes. Rao et al. 

(2019) propose a trustworthy multi-mode framework for life-critical systems. Modes are also 

used for secure data transmission (Almazyad et al., 2020) and power management (Alemza-

deh et al., 2013; Samie et al., 2019). Easttom & Mei (2019) propose a software shim with a 

normal and an emergency mode to protect implanted medical devices, switching to the emer-

gency mode when detecting an anomaly and allowing only data synchronization. 

3.4.  Security Modes 

Medical devices can either be secure or insecure, depending on the existence and severity of 

vulnerabilities, regardless of their sensitivity, impact, or exposure. Security scores were intro-

duced to classify devices from a privacy and safety perspective (Sametinger & Steinwender, 

2017). A defense-in-depth strategy with security modes is suggested for these devices, ena-

bling a reduction of exposure when vulnerabilities are detected or exploited. Switching modes 

and, thus, the device's security scores by the manufacturer, healthcare delivery organization 

or even patients can reduce the attack surface. If devices have the sufficient processing power 

and power supply, they can also react to their environment and switch to a more secure mode 

upon detecting potential intrusion. 

 

Context awareness can take various forms (G. Chen & Kotz, 2000). Active context-awareness 

involves adapting the behavior of a medical device based on the discovered context, such as 

the device behaving differently in case of an emergency. Passive context-awareness involves 

informing device users about alerts for a specific brand or model. Medical devices can directly 

contact a server to obtain security context, but resource limitations may make this difficult. 

Home monitoring systems can provide this service and propagate the information to an im-

planted device. Patients can confirm access to a medical device with a button on the home 

station. The device or home station can notify the healthcare organization and/or device man-

ufacturer about mode switches. Anomaly detection is the most effective protection through 

active context-awareness, where a device recognizes abnormal behavior and initiates coun-

termeasures, like switching to a more secure mode (Carreon et al., 2021; Lu et al., 2015; Lu 

& Lysecky, 2019). 

 

The window of vulnerability opens when a vulnerability becomes known and can only be 

closed with a patch. Medical device manufacturers control this process and shortening the 

window of vulnerability is the goal. Patients and healthcare organizations have little influence. 

Medical devices that can switch to a more secure mode can provide resilience during the 

window of vulnerability and then switch back to normal. This self-healing process must be 

implemented carefully to prevent abuse. For example, Trusted Platform Modules (TPMs) in-

crease healing time after each failed attempt (Trusted Computing Group (TCG), 2022). 
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4.  Resilient Middleware 

To overcome limitations in accessing medical device hardware and software, we plan to model 

and simulate specific medical devices. We focus on a middleware between the different appli-

cations, services, and systems. The middleware should mitigate cyber-attacks, minimize 

downtime, and keep systems operational. By implementing multiple modes, we want to pro-

vide a failover mechanism in case of attacks or vulnerabilities. Continuously monitoring the 

components and the environment is needed to detect issues and proactively address them 

before they become critical. We will model a subset of modes and run simulations with real-

world vulnerabilities and attacks to test self-protection and self-healing processes. We suc-

cessfully applied this approach to web applications, as demonstrated in a two-year simulation 

(Riegler, Sametinger, Vierhauser, et al., 2023). We retrieved Common Vulnerability Exposures 

(CVEs), severity scores based on the Common Vulnerability Scoring System (CVSS), pro-

vided patches based on the systems’ BOM, and used this information to make mode switch 

decisions. 

4.1.  Mode Modeling 

In (Riegler, Sametinger, Vierhauser, et al., 2023), we created a Mode Domain-Specific Lan-

guage (MDSL) to establish and simplify the process for a multi-modal architecture for resilient 

system protection. Activating and deactivating components manually or creating multiple 

scripts for mode switching can be a cumbersome and error-prone process, particularly when 

dealing with multiple versions or configurations of components. To alleviate this, we provide a 

declarative specification of components, modules, and actions, which simplifies the task of 

defining and maintaining these elements. When combined with model-to-code transformation, 

we can automatically generate executable code or scripts based on the specified modes and 

modules, making it easy to adopt new components and define additional modes or updated 

versions of existing modules without manually updating any code or scripts. We defined dif-

ferent modes by varying software components and versions from multiple vendors. Switching 

to another mode and, thus, another software component or version can mitigate known vul-

nerabilities. Figure 1 provides an excerpt of our MDSL. Each mode has a description, a priority, 

specific start/stop actions, and uses specific software components. Additionally, each mode 

utilizes software versions, which can be affected by vulnerabilities and lead to a mode switch. 

If two or more modes present equal risks, we determine the priority. For instance, Figure 2 

shows the mode definition for ApacheWithPhp. This mode refers to the Apache Webserver 

and extends the super mode Apache with the open-source server-side scripting language 

PHP. The mode has the priority one, and specific start and stop actions for Apache modules 

and Linux services with parameter values. Additionally, the used software version 7.3.5 of 

PHP is specified. In our future development, software versions may be detected automatically. 

 

 
Figure 1: Abstract Mode Definition 
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Figure 2: Mode Definition ApacheWithPhp 

We used two years of historical vulnerabilities and patches to analyze how mode switching 

can reduce the window of vulnerability. Each mode, software, and version had different vul-

nerabilities over time. In a web server case scenario, we reduced the window of vulnerability 

from 536 to 8 days with 7 to 11 mode switches, resulting in zero known risk in 98.9% of the 

analyzed time. Figure 3 shows a comparison of summed-up vulnerability scores over two 

years for ApacheWithPhp, NginxWithPhp, and Mode-Switching. 
 

 
Figure 3: Vulnerability Scores of Web Server Scenario 

Our plan is to utilize our mode domain-specific language for a cardiac pacemaker scenario 

and incorporate rules and events to enhance the mode-switching settings. We aim to monitor 

and manage various multi-mode scenarios and explore ways to improve the security and re-

silience of medical devices. As pacemakers lack sufficient computing power for threat detec-

tion, we envision triggering mode switches externally. Regular doctor check-ups, conducted 

every six months, present an opportunity to check for abnormalities, battery status, and opti-

mize programming. These check-ups could also initiate security mode switches when neces-

sary. Alternatively, home stations can prompt mode switches in a timelier fashion. 

4.2.  Multi-Modal Architecture 

Figure 4 presents an overview of our proposed multi-modal architecture for medical devices 

in (Riegler et al., 2022). The architecture consists of three main components: the configuration 

part utilizing the mode domain-specific language (orange), the mode control part (blue) within 

the medical device, and the inventory part (yellow). The Operator’s first step (1) is the definition 

of the desired modes with a System Mode Description using our MDSL and saving it in the 

inventory. Based on that, the System Mode Configuration is automatically generated (2). The 

Mode Control component uses and runs the System Mode Configuration, analyzes events, 

and can execute mode switches, which may be triggered by a Log File Analyzer (11), an 

Intrusion Detection System (11), or a Vulnerability Analyzer (5). The Vulnerability Manager 

(red) automatically gathers information (3), such as CVEs, patches, and exploits from public 

databases and vendors for the specified parts of the system in the System Mode Description. 

New CVEs, patches, exploits, and changed CVSS scores are forwarded (4) to the Event An-

alyzer. We use the CVSS scores of all software components and modes to prioritize them. 

The scores for each mode are then used to determine whether a mode switch is necessary.  
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Figure 4: Conceptual Overview of our Multi-modal Architecture for Medical Devices 

Events may be automatically sent to the medical device based on rules and policies or require 

human-in-the-loop for further investigation. Thresholds can be employed to prevent frequent 

mode changes initiated by intrusion detection systems or log file analyzers. The Event Ana-

lyzer, integrated into the medical device, assesses events and determines if the current mode 

is appropriate. If a mode switch is necessary, the Mode Switcher is called (6) to execute the 

required actions to initiate the new mode (7). When certain services are used in multiple 

modes, we keep them running during mode switches to minimize potential downtime and in-

crease efficiency. This partial stop/start approach is designed to reduce interruptions. Addi-

tionally, administrators have the ability to adjust mode priorities and manually enable or disa-

ble modes for precautionary reasons, such as when vulnerabilities or exploits are discovered 

but not yet documented, or when unexpected events occur. For safety and to reduce the attack 

surface, manual mode switches can be required for specific medical devices, or a set of med-

ical devices triggered by the operator (8). The operator manages (9) the inventory of various 

medical devices and the Vulnerability Manager's settings.  

4.3.  Mode Simulation 

Medical devices have few publicly known CVE entries, and manufacturers may not disclose 

vulnerabilities. According to Medcrypt (2022), medical advisories by the Industrial Control Sys-

tems Computer Emergency Response Team (ICS-CERT) of the US Cybersecurity and Infra-

structure Security Agency (CISA) increased by 490% after the FDA's Postmarket Cybersecu-

rity Guidance in 2016. User-authentication mismanagement and code defects are common 

root causes. Researchers discovered 71% of vulnerabilities in 15 device types. Infusion 

pumps, imaging software, patient monitors, and cardiac rhythm management were the most 

affected, but manufacturers may only provide detailed information to registered customers or 

keep incidents confidential.  
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We examined ICS-CERT medical advisories (ICSMA) and the vulnerabilities of medical de-

vices and selected ICSMA-21-187-01 as an example (CISA, 2022). The medical advisory con-

tained a total of 11 vulnerabilities for the Philips Vue Picture Archiving and Communication 

System (PACS). The root cause of most vulnerabilities was code defects and insecure third-

party libraries. It took more than two years on average to provide a fix for these vulnerabilities, 

including a publicly known one that took over nine years to fix. Four third-party vulnerabilities 

with publicly known exploits were also patched up to four years later. The timeline and vulner-

ability scores are shown in Figure 5. 

 

 
Figure 5: Vulnerability Scores of Philips Vue PACS ICSMA-21-187-01 

We propose a multi-modal system to detect and mitigate third-party vulnerabilities until a patch 

is available. Instead of relying on a single software program like 7-Zip or Redis, we can use 

alternative implementations like gzip or a different key-value database. We can also use dif-

ferent protocols for data transfer, such as HTTPS instead of the Apache JServ Protocol. This 

approach adds complexity but provides operational flexibility. In our example, switching be-

tween third-party software reduces the CVSS sum on 1404 of 3760 days, resulting in a 41% 

average decrease from 28.2 to 16.6. We can also switch modes between different configura-

tions of a single implementation, not just between implementations. 

4.4.  Prototypical Implementation 

To provide a proof-of-concept for our mode switching approach and to experiment, we devel-

oped a Java prototype implementation of our multi-modal framework in Riegler et al. (2023). 

This implementation includes the domain-specific language for defining modes, services, ac-

tions, the mode control components, and the code generator mentioned in Figure 4. We fo-

cused on the model-based generation of the system configuration and mode control. 

 

In order to implement our mode domain-specific language, we used the Eclipse Modeling 

Framework (EMF) as a meta-model and provided a textual syntax using the Xtext framework. 

To ensure valid system configurations, we implemented a validation component that verifies 

package names according to the operating system detected or specified, preventing dupli-

cates and logical errors such as self-inheritance. We also provided several predefined default 

actions to simplify defining a system description, such as starting and stopping specific ser-

vices without manually defining these commands for each operating system. Once a system 

description has been defined or modified using our mode domain-specific language, the re-

spective system configuration can be automatically created within the Eclipse Editor or by 

running the Mode Switching Framework on the command line. We used Xtend to generate 

Java code from the file with the extension ".mdsl" to define modes and actions. We then create 

the Java bytecode from it. For the evaluation described in Riegler et al. (2023), we developed 

a crawler to collect corresponding CVEs, and patches, which can trigger mode switches once 

a vulnerability is reported. 
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5.  Self-Protective Healthcare Systems 

In Riegler, Sametinger & Rozenblit (2023), we extended the perspective of our multi-modal 

architecture for interconnected medical devices, including medical sensors, applications, and 

services that enable remote medical care delivery and reduce the need for in-person visits. 

With the increasing number of medical and IoMT devices, safeguarding and ensuring their 

security requires a more comprehensive approach beyond securing a single device. Given 

that these medical devices are interconnected, network-based security measures can be uti-

lized to enhance their security. The detection of certain anomalies and attacks may only be 

possible or easier when multiple IoMT devices are employed alongside a central control com-

ponent. 

 

According to de Lemos et al. (2013), self-adaptive systems aim to automatically configure, 

reconfigure, optimize, and update themselves at runtime. These systems are typically man-

aged and controlled using the MAPE-K feedback loop (Arcaini et al., 2015; Kephart & Chess, 

2003), which is widely used in different domains such as autonomous vehicles, IoT applica-

tions, and service-based systems. Monitoring, analysis, planning, and subsequent adaptation 

are fundamental in these systems to adapt the architecture, optimize performance and re-

sponse time, ensure reliability, and even address security concerns in some cases. In that 

context, we focus on the self-protection of healthcare systems and IoMT devices. Several 

approaches in this field have addressed security concerns, such as the approach presented 

by Tomić et al. (2018), which detects attacks on network communication by operating on the 

network level and enabling data routing adaptations. Abie et al. (2010) describe a messaging 

infrastructure that adapts and targets security vulnerabilities to improve reliability and robust-

ness, with a focus on message-oriented middleware. Van Landuyt et al. (2021) propose re-

flective threat modeling to support adaptive security at runtime. Although these approaches 

enable runtime adaptation and consider security concerns to some extent, they do not provide 

a flexible mode concept and a DSL as proposed in our multi-mode architecture. 

5.1.  Architecture 

As depicted in Figure 6, our proposed architecture for Self-protective Healthcare Systems 

(SPHS) follows the principle of divide and conquer. The decision-making process is decen-

tralized as much as possible and centralized as required. A Manager application on the sev-

ers-side continuously monitors the connected IoMT devices using its inventory. Thereby the 

system can provide enhanced visibility and situational awareness for the Operator. After ana-

lyzing the situation, the Operator can plan and execute adaptations to achieve the system 

goals and automate repetitive tasks and decisions. In addition, the Manager centrally monitors 

public databases, such as CVEs, medical advisories, safety communications, product alerts, 

warnings, and recalls, as presented in our previous work (Riegler, Sametinger, Vierhauser, et 

al., 2023). Based on this information, the Manager can automatically send adaptation mes-

sages to the IoMT devices to modify their behavior, such as blocking IP addresses or switching 

their mode (M0-M3). Likewise, the Operator and the Patient can also perform manual modifi-

cations. The architecture is designed to defend against attackers at multiple levels, with anom-

aly and attack detection and reaction implemented on different levels. The IoMT devices mon-

itor and affect their environment, and decisions about further actions are made either auto-

matically by the Manager or manually by an Operator. 
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Figure 6: Self-protective Healthcare System Architecture 

The architecture leverages our multi-modal approach in Riegler et al. (2022) and extends it 

with an Intrusion Detection and Prevention System (IDPS) on both server- and IoMT devices-

side. Through local firewall rules, IoMT devices can block attackers' IP addresses after multi-

ple failed attempts, like brute-force attacks on credentials or encryption keys. If these attacks 

persist and have an impact on the device's availability or battery life, the IoMT device can 

adapt itself by switching to a more restrictive mode. We recommend a low-power mode with 

limited functions to reduce the attack surface and extend battery life. An activity sensor or 

timer can trigger a switch to a mode with more functionality. Additionally, when the IoMT device 

connects to the Manager, switching to a high-security mode can provide an encrypted chan-

nel, making the device more resilient against Man-in-the-Middle attacks. To recover from at-

tacks and reestablish functionalities self-healing capabilities can be used (Carreon-Rascon & 

Rozenblit, 2022).  

5.2.  Sample Scenario 

We had a closer look at Automated insulin delivery (AID) systems. These systems can be 

used both in hospitals and at home for patients with chronic diseases such as diabetes (Med-

tronic, 2022a). These systems consist of wearable devices that monitor vital signs and contin-

uously monitor blood glucose levels, wirelessly connected medicine pumps, and handheld 

devices or smartphones for local control and connection to the healthcare delivery organiza-

tion. Based on device settings, patient history, and the current condition, the handheld ana-

lyzes the data and may adapt the settings. For example, if the blood glucose level changes, 

the system decides to increase or decrease the dose of medication. Within a specific thresh-

old, this process is automated as a closed loop. In the Internet of Medical Things context, this 

scenario is extended with information transfer to the healthcare delivery organization for re-

mote monitoring and reconfiguration by a physician, as described by Rao et al. (2022). If a 

measured value is outside the threshold, the operator at the healthcare delivery organization 

gets a notification, reviews the data and the generated recommendation, and may adapt the 

settings. 
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There are several commercial and non-commercial automated insulin delivery systems avail-

able. However, vulnerabilities in such systems can compromise patient safety. For example, 

Medtronic (2022b) alerted patients about a vulnerability in their MiniMed 600 series protection 

mechanism that could compromise the communication, allow unauthorized users to change 

the insulin delivery, and “potentially lead to seizure, coma, or death”. To address this issue, 

our Self-protective Healthcare System Architecture could be used. This architecture would 

simplify the steps for patients by allowing them to switch between connected and disconnected 

modes. In the disconnected mode, the pump works offline and considers only pre-defined 

presets and manual changes using the switches on the physical hardware. The disconnected 

mode is also the fallback mechanism if the connection to other devices is lost. In the connected 

mode, the pump would consider the information of connected sensors and automatically adapt 

the medication dose. 

 

The Self-protective Healthcare System Architecture includes a manager that recognizes vul-

nerabilities, notifies the operator, and suggests actions to adapt the IoMT devices. The inven-

tory allows the operator to notify patients directly at the device and obtain consent before 

executing interventions. Additionally, security-concerned patients can manually switch from 

the connected to the disconnected mode as needed. 

 

Another recommendation would be to connect or link devices only in private places. Only pre-

defined connections to trusted devices are allowed in the connected and protected mode, but 

no new ones to reduce the attack surface. The lightweight intrusion detection and prevention 

system on the IoMT device could analyze the traffic and data from connected devices, notify 

the patient and the operator about abnormal behavior, and automatically delete the suspicious 

device from the trusted list. The manager could also recognize potential attacks, inform the 

operator, and automatically warn other devices to increase monitoring or adapt security set-

tings. 

6.  Discussion 

6.1.  Multi-Modal Architecture and Security Modes 

Security modes are not a comprehensive solution to all security issues. Secure system design 

and development remain crucial for producing high-quality products and avoiding medical de-

vice recalls. Our middleware and framework aim not to make developers less concerned about 

security in system development. However, false-positive vulnerabilities or fake anomalies may 

trigger unnecessary mode switches and reduce functionality. So precautions must be taken to 

prevent the misuse of self-healing and self-protection mode mechanisms. An encrypted chan-

nel between the control unit (such as inventory) and medical devices is essential, along with 

authentication and monitoring to prevent and record unauthorized access. Manual mode 

switching by operators can also be problematic, and the "more than one eye" principle may 

be necessary for significant changes. Technical and organizational security measures are 

necessary to mitigate the risks of malicious insiders. The use of mode switching in IoMT de-

vices can have both positive and negative effects. While it can increase complexity, increase 

maintenance, and lead to unintended behavior, it can also secure the system between vulner-

ability disclosure and patch installation, reduce the attack surface, make the system more 

resilient, and enable manual risk reduction even if the manufacturer has stopped service. 
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6.2.  Mitigating Vulnerabilities by Switching Modes  

Vulnerabilities are common for medical devices, and manufacturers often take a long time to 

develop and distribute patches. Over-the-air updates through a home station can speed up 

distribution, but this also poses additional risks, as demonstrated by update errors from other 

areas. If medical devices are not always connected, updates require hospital appointments. 

Mode switching can offer more flexibility and reduce the window of vulnerability. Our case 

study evaluation in (Riegler, Sametinger, Vierhauser, et al., 2023) found that mode switching 

between all modes improved security compared to using just a single web server. Mode 

switching resulted in fewer days at risk, lower CVSS score, more functionality, and flexibility 

to react to vulnerabilities. Mode switching can also be triggered by vulnerability scanners, in-

trusion detection systems, and early warning systems. The concept of mode switching can 

also be extended to react to suspicious data or security issues. Disabling critical healthcare 

system functions is always a last resort and challenging decision. Our architecture presents a 

solution to this problem by offering a range of modes instead of just on/off options. Using our 

architecture gives manufacturers more time to provide well-tested patches. Healthcare deliv-

ery organizations can use a central manager to communicate with medical devices, analyze 

their security status, alert patients, provide patches, and modify device settings as needed. 

However, preventing misuse of mode switching is important to avoid security breaches.  

6.3.  Self-Protection 

If the IoMT device is not connected to a central authority like our proposed manager, the op-

tions for monitoring and control are restricted. To address this, a lightweight IDPS installed on 

the IoMT device can detect and prevent suspicious activities. However, incorrect or faulty de-

tection can result in reduced functionality and usability. Another concern is related to the au-

tonomy of the systems. In highly automated settings, critical events can go undetected amid 

the vast amount of data and an overreliance on the system. Therefore, automation should be 

introduced gradually, and log files utilized for post-mortem analysis. In Riegler, Sametinger, & 

Vierhauser (2023), we extended our previous work on multi-mode systems and present a dis-

tributed MAPE-K framework, which establishes a model for managing and controlling self-

protective IoT devices. The framework was evaluated through a use case simulation of poten-

tial security issues, such as port scans and unauthorized login attempts, which confirmed that 

the framework can easily detect and mitigate diverse security threats. 

7.  Conclusion and Future Work 

Securing medical devices is challenging due to their long lifespan, limited computing re-

sources, and power management. Mode switching can overcome the time between a dis-

closed zero-day vulnerability and a security patch. Therefore, healthcare organizations and 

even patients get the capability to actively protect themselves by switching to a secure and 

safe mode with limited functionality but minimal attack surface and a limited range of activity 

for hackers. A resilient middleware and mode switching framework has been proposed to mit-

igate attacks and restrict attackers' activity.  

 

Our research improves security in medical devices and makes them more robust against 

cyberattacks. We provide a mechanism for software safety and security risk mitigation in med-
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ical devices, and we identified and developed methods of smart mode switching with an adap-

tive risk assessment. As a result, a medical device prototype/simulation show how smart mode 

switching can work. An evaluation with historical vulnerabilities showed the effectiveness of 

our new approach. Moreover, we give recommendations for medical device manufacturers 

and healthcare providers to ensure security. While security modes are not a complete solution 

and do not replace other precautions, simulations have shown they can reduce attack surfaces 

in case of vulnerabilities. However, their effectiveness against hardware trojans is limited, and 

more research is needed to determine their exact efficiency. By analyzing and correlating is-

sues from multiple medical devices, anomalies and attacks can be detected and further at-

tempts mitigated. 

 

In the future, we aim to integrate modes deeper into software and combine them with software 

product lines to ward off targeted attacks. We plan to analyze our approach with existing sys-

tems and tools to enhance scalability and usability and to test its effectiveness. Additionally, 

we want to use machine learning for system behavior analysis and threat detection. 
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